CNnUCcoK KomneTeHTHbIX OopraHun3a LI,VIFl

-: POCKOMHAJL30P

depepanbHan cnyx6a no Haasopy B chepe cBA3U, MIHPOPMALUOHHDBIX
TEeXHON0rUii U MacCcoBbIX KOMMYHUKauuii (PocKkomHaa3op) aelicteyer B
LenAx opraH13aumnmn NpoTMBOAENCTBMA N NpeaynpexaeHnsa ¢aKkTos
HapyLweHni B ceTn MHTepHEeT, CBA3aHHbIX C UCNO/Ib30BAaHNEM AOMEHHbIX
MMmeH B gomeHe .SU

KOHTaKTbI:

CanT: https://rkn.gov.ru
3n. noyTa: rsoc_in@rkn.gov.ru
Ten: +7 (495) 987-68-00

HALIMOHANBHbLIA KOOPOWUHALIMOHHbIV LIEEHTP
MO KOMMbIOTEPHbLIM MHUWAEHTAM

HauMoHanbHbI KOOPAMUHALMOHHDIN LLEeHTP N0 KOMMbIOTEPHbIM
nHumpeHtam(HKLIKN) — obecneunBaeT KoopaAnHaUMIO AeATENBHOCTH
cyb6BbEeKTOB KpUTUYECKOM MHOPMALMOHHOM MHPPACTPYKTYpbl Poccuiickoi
Pepepaumm no Bonpocam obHapyKeHUs, NpeaynpexaeHma n
NNKBMAAUMM NOCNEeACTBUN KOMMbIOTEPHDIX aTaK M pearmpoBaHuA Ha
KOMMbOTEPHbIE NHUMAEHTbI, @ TaKXKe QYHKLMOHNPOBAHUE CUCTEMDI
locCONMKA. B obnactb komneteHunn HKLLKW BxoguT npoTnsoaeiicteme
NCMNONb30BaHMIO JOMEHHbIX UMEH B LLenax pULLINHTa,
HECaHKUMOHMPOBAHHOMO A40CTYNa B MHPOPMALMOHHbIE CUCTEMbI TPETLUX
1L, PacnpoCTpaHeHMA BPeAOHOCHbIX MPOrpaMm 1 ynpaBaeHus
BPEAOHOCHbIMU NporpaMmmamu (60T-ceTamu), B TOM YUC/E B LLENAX
obecneyeHus 6esonacHocTh cybbektoB KUW n TocCOMKA.

KoHTaKTbI:

CanT: http://cert.gov.ru/
3n. noyTa: incident@cert.gov.ru
Ten: +7 (916) 901-07-42
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BI.ZONE — KomnaHus no cTpaTerMyeckomy yrnpasaeHuto umdpoBbiMmm
puckamu. B 2018 roay 6bina akkpeamToBaHa kak CERT YHMBepcuTeTom
KapHern — MennoH. BI.ZONE BxoAnNT B MeXXAYHAapPOAHYIO OpraHu3aumto
FIRST, B3anmogemctayeT ¢ IHTepnonom u LleHTpom KubepbesonacHoCcTH
BcemupHoro skoHommyeckoro ¢opyma. KpyrnocytouyHo pabotarowmii
ueHTp BI.ZONE-CERT cobupaeT MHOpMaLMIO O HAMAEHHbIX YA3SBUMOCTAX,

MMEBLLMX MECTO MHUMAEHTAX U aKTya IbHbIX Yrpo3ax U Ha OCHOBE 3TUX
LaHHbIX NpeaoCTaBAAET OpraHM3aumMam pekomeHaaummy no sawmre. B
061aCcTb KOMMNETEHLUMN LLEHTPA TaKKe BXOAUT NPOTUBOAENCTBUE
HapyLWeHUAM B UHTEpPHETE, CBA3AHHbIM C UCMOb30BaHUEM AOMEHHbIX
nmeH. B yactHoctu, BI.ZONE-CERT paccneayet n npegotspalaet
dULWKHroBbIE aTaKM, HECAHKLMOHMPOBAHHbIM JOCTYN B
MHPOPMALMOHHbIE CUCTEMbBI, PACNPOCTPaHEHNE BPEAOHOCHbIX MPOrpamm
W ynpasieHMe BPeLOHOCHbIMW Nporpammamm (ynpasneHue 60T-ceTblo).

KoHTaKTbI:

CanT: https://www.bi.zone/ru/

3. noyta: cert@bi.zone
Ten: +7 (499) 110-25-34
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Dr.WEB°

«[lokTOop Beb» - poccuinckuii NponsBoauTe/ib aHTUBUPYCHbIX CPEACTB
3aWwmTbl MHPopmaumm nog maproi Dr.Web®. KomnaHusa paspabatbiBaeT
aHTUBMPYCHbIE M AHTUCNAM-PeELIEHMA KaK 411 FOCYAapPCTBEHHbIX U
KOMMEPYECKUX OPraHM3aLMi, TaK M YaCTHbIX NO/Ib30BaATENEN.
MporpammHble npoayKTbl DrWeb HaxoaaTcsa B PeecTpe oTeyecTBeHHOrO
MO, numetot ceptndunKatbl cooteeTcTena PCTIK, PCb n MmMHOBOPOHDLI
Poccuu, 4To NO3BONAET UCMONL30BaTh X B OPraHU3aLMsX C
NoBbIWEHHbIMK TPpebOBaHMAMM K YPOBHIO 6e3onacHocTU. CTpaTernyecko
3a434ei KOMMNaHUM ABNAETCA CO34aHNE COBPEMEHHbIX U HAAEHKHbIX
CPeACTB aHTUBUPYCHOM 3aLLMTbl, @ TAKXKE HOBbIX TEXHO/IOTMYECKMX
peLleHuni, NO3BONSOLMX NPOTUBOCTOATD 0OLIM BUAAM KOMMNBbIOTEPHbIX
yrpos. KomaHga paspaboTtunkos «[lokTop Beb6» onepaTtMBHO pearnpyet Ha
TpeboBaHMA pbIHKA M NOCTOAHHO Npea/iaraeT KOMMNbOTEPHOMY
coobuiecTBy HOBble 3PpPEKTUBHbIE KOMNOHEHTbI U MPUSTOKEHUS.

KOHTaKTbI:

CanT: https://www.drweb.ru/
9n. noyTa: secretary@drweb.com
Ten: +7 (495) 789-45-86, 8-800-333-7932
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F6 (AO «byaywee»)— poccUMCKNt pa3paboTuMK TeXHoNornit ana 6opbobI
C KnbepnpecTynaeHnsaMu, NOCTaBLUMK peLleHmnit ana 4eTEKTUPOBAHUA U
NnpeAoTBpPaLLEHUA KOMMbIOTEPHbIX aTaK, PearnpoBaHMA HAa UHLMAEHTbI
nHdopMaUMOHHOM besonacHoCTy.

LIeHTp KpYyrNOCYyTOYHOrO pearMpoBaHna Ha MHUMAEHTbI MHPOPMALIMOHHOM
6e3sonacHocTn F6 (CERT- F6), ocHOBaHHbIM Ha 6a3e nepsoro B Poccuu
YaCTHOTO KPYrIOCYTOUYHOTO LIEHTPa pearMpoBaHmna Ha UHLUAEHTbI
MHPOPMaLMNOHHON 6e30MacHOCTH, B KPYIIOCYTOYHOM perkmume
OCYLLECTBASET NPUEM Co0bLLEHNI 06 MHUMAEHTAX MHPOPMALLMOHHOM
6e30nacHOCTU, aHa/IM3 U pearnpoBaHmMe B Lensax onepaTUBHOM
NIoOKann3saunmn Knbepyrpos.

KomneteHunun: npoTMBOAENCTBME UCMO/Ib30BAHUIO AOMEHHbIX UMEH B
uenax GUWMHra, HeCaHKLLMOHMPOBAHHOMO AOCTYNA B UHGOPMALLMOHHbIE
CUCTEMbI TPETbUX JINL,, PACNPOCTPAHEHUA BPEAOHOCHbIX MPOrpamMmm 1
ynpaB/ieHMA BPeAOHOCHbIMM Nporpammamu (6oTt-cetamm).

KoHTaKTbI:

CanT: https://www.f6.ru/

3. noyTa: response @f6.ru
Ten: +7 495 988-00-40

LeHTpanbHbIii BaHK Poccuiickoii Pepepauynm (baHk Poccumn) — B chepy
KomneTeHuuit baHka Poccun BXoauT NpoTMBOAENCTBUE U
npeaynpexaeHne GakToB HapyLIeHWM ceTu MHTepHET, CBA3AHHbIX C
NCNONb30BaHUEM JOMEHHbIX UMEH (B IOMEHHOM 30He «.SU») ans
ocyLecTBNeHNs GULNHIA, HECAaHKLUMOHMPOBAHHOTO A0CTyNna B
MHPOPMaLMOHHbIE CUCTEMbI TPETBUX KL, (NOSIb30BaTENEN, NOCETUTENEN),
pacnpocTpaHeHus BPeAOHOCHbIX NPOrpamm, ynpaBieHMaA BPeaoHOCHbIMU
nporpammamu (ynpasneHue 60T-ceTblo), B chepe GMHAHCOBbIX PbIHKOB
Poccuiickon ®epepaunm 1 B HaLMOHAAbHOW NAATEXHOMN cucTeme
Poccuiickon ®epepaunu.

KOHTaKTbI:

CanT: https://www.cbr.ru/Reception/
3. nouta: info_fincert@cbr.ru
Ten: +7 (495) 772-70-90
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Y ura
e30nacHoro
WHTEpHeTa

Jlura 6e3onacHoro MHTepHeTa — B 061aCTb KOMMNETEHL MM OpraHU3aLnn, B
cootBeTcTBUK ¢ CornalieHmem, BXoaut 60pbba ¢ HeraTMBHbIM KOHTEHTOM
B CETU, B NepPBYI0 oYepeab C AeTCKoM nopHorpaduei. Jiura 6esonacHoro
WMHTEpPHETa ABAAETCA 06LEeCTBEHHON OpraHM3aunen, oCyLWEecTBAAIOLLNX
60pbby C HEraTUBHbIM KOHTEHTOM B CETW, NponaraHAon HapPKOTUKOB,
OULWIMHIOM, NPU3bIBaMKN K CaMOybUNiIiCTBY, HEFATUBHbLIM AEBMAHTHbLIM
nosegeHMeM B/IeKyLLEeM 3a COb60IM ONacHOCTb A5 }KU3HWN YeNoBeKa.

KoHTaKTbI:

CanT: http://www.ligainternet.ru/
9. nouta: info@ligainternet.ru
Ten: +7 (495) 989-89-91

% RU-CERT

RU-CERT — pOCCMMCKMI LUEHTP pearnpoBaHUA Ha KOMMbIOTEPHblE
nHUnAaeHTbl. OCHOBHaA 3aZa4a LeHTpa — CHUXKEeHMe ypOoBHA yrpos
MHOPMaUMOHHOM 6e30nNacHOCTUN A8 Nob30BaTENEN POCCUNCKOTO
cermeHTa cetu MHTepHeT. B aTnx uenax RU-CERT okasbiBaeT cogencrane
POCCUNCKMM M 3apyDEKHbBIM IOPUANYECKUM U GU3UYECKMM NMLLAM NPKU
BbISIB/IEHWUN, NPeaynpexaeHNM U NpecevyeHm NPOTMBONPABHOM
OEeATENbHOCTU, UMEOLLEN OTHOLLEHWE K PACMNOJIOKEHHbIM Ha TEPPUTOPUM
Poccuiickon PepepaLmm ceTeBbiM pecypcam.

KoHTaKTblI:

CanT: https://www.cert.ru

3n. noyTa: info@cert.ru
Ten: +7 (499) 196-90-10, +7 (499) 196-72-21

Poctenekom
Conap

«Pocrenekom-Conap», komnaHua rpynnol MAO «Poctenekom», —
HALMOHA/IbHbIN NPOBaAEep CEPBMCOB U TEXHONOMNI A5 3aLUTHI
MHPOPMALMNOHHbIX aKTUBOB, LLEEIEBOTO MOHUTOPUHIA U YNpPaBieHUs
MHbOPMaLMOHHOMN Be3onacHocTbio. «Poctenekom-Conap» npegocrasnser
KOMMeKc ycnyr no obecneyeHunto KnbepbesonacHOCTU KOMMAHUI U
npoekTos degepanbHOro macwraba.

KomneTeHumA: BbIBIEHWE W NPOTUMBOAENCTBME B CETU NIHTEpHET
dULWIKMHIY, pacnpoCTPaHEeHUIo BPeA0HOCHOO NPOrpPammMHOro
obecneyeHnn 1 ynpasieHUIo BPeAOHOCHbIMM Nporpammamm (60T-ceTblo).

KOHTaKTbI:

Cant: https://rt-solar.ru/
3n. noyTa: jsoc sapphire@rt-solar.ru
Ten: +7 (499) 755-02-20
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®rbY HUMN «UHTerpan». OgHMM U3 OCHOBHbIX HanpaBAEHUN AesTEeNbHOCTU
OpraHu3aLmMm ABNAETCA CO3ZaHMe OTPacNeBoro LeHTpa focysapcTBeHHoM
cUCTEMbI OBHAPYKEHMA, NPeaynpeXxaeHna U AMKBUAALMU NoCneacTsmi
KomnbtoTepHbIXx atak ([ocCOMKA) U BKAlOYEHME €ero B  CUCTEMY
aBTOMATM3MpPOBaHHOTO  obmeHa  WMHbopmaumen 06  aKTyanbHbIX
Knbepyrposax.

KoHTaKTbI:

CanT: https://indepo.ru/
9. noyta: integral@indepo.ru
Ten: +7(495) 673-40-30
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